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Abbreviations

DSO: Distributed System Operator; IEA: International 
Energy Agency

Introduction

Production of renewable energy such as solar energy 
is increased from all over the world. If an energy producer 
produces too much energy for consumption, renewable energy 
can be wasted. Then the producer can make decision to sell 
surplus energy for increasing energy effi ciency. However, there 
are some possible network attack when trading surplus energy 
on traditional centralized network [1,2]. Following threats are 
example of possible attack.

IP spoofi ng: If a malicious node attacks the NRS (Naming 
Resolution System) server and forges the IP address of a 
specifi c node, the user cannot communicate with the desired 
node because of the wrong IP address [3].

Sybil attack: A malicious node masquerades as other 
node(s) [4].

Single point of failure: In a centralized network, 
authentication and trading activities will be disabled in the 
event of a failure or attack on key nodes [5].

Lack of privacy and anonymity: A node may reveal patterns 
of an agent’s energy generation and predict the agent’s daily 
activities [6].

Each network attack can exploit transaction data which 
makes fundamental loss to energy trading system. Blockchain 
can be a solution to evade network attacks. Different from 
the centralized digital ledger approaches, blockchain does 
not rely on centralized authorities to store transaction data. 
Instead, data blocks are recorded and shared by blockchain 
users over the whole blockchain network. And blockchain 
refers to a distributed ledger which is shared by all the nodes 
participating in a P2P network. The distributed ledger records 
transactions with a chain of hashes to ensure its integrity [7]. 
As a result, malicious attacker can’t success their attacks in 
blockchain networks. For example, the balance attack against 
proof of work in R3 testbed was failed [8]. Because of these 
advantages, many developers wanted to create a decentralized 
energy trading architecture using blockchain and we also 
consider energy trading system on blockchain. There has been 
much effort to utilize the capability of blockchain for energy 
trading in local neighborhood such as microgrid [9]. The units 
of generated energy are recorded in a block and the producers 
may sell extra energy to participants of the network. This 
enables energy producers and buyers trade energy without 
any intermediary parties involved. A few researchers on P2P 
energy trading show that blockchain based intermediary-free 
energy trading is not only possible but also benefi cial to all the 
producers and buyers.

Materials and methods 

 We regard the energy trading systems on blockchain 
network based on the previous works [10]. So we can see that 
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the energy trading systems are depending on a structure of the 
power transmission and distribution grid [11,12]. As a result, we 
consider the following three energy trading systems according 
to the structure of the power grid.

(Figure 1) shows Centralized energy trading system with 
one producer which is similar to existing centralized energy 
transmission/distribution system without blockchain. This 
system is suitable when a supply of energy can be provided 
stably. In this system the energy producer can modulate energy 
price fl exibly, energy buyers should purchase an energy for a 
fi xed price determined by the energy producer. Because energy 
producer can reduce the network maintenance and security 
costs rather than traditional system, if the energy producer 
supplies energy as a lower price, energy buyer can purchase 
an energy as a lower price than a system without blockchain. 

(Figure 2) shows P2P Energy Trading System with DSO 
which is a system consists of DSO and multiple energy producers 
and buyers. This system is suitable when an energy producer 
wants to sell an energy but there is no direct transmission and 
distribution grid with a buyer. In this case, the energy producer 
sells the energy to the buyer through transmitting the energy 
to the DSO and DSO transmits the energy to the buyer. DSO can 
make a profi t by receiving fees for using power grid or trading. 
Energy producers and buyers can make a profi t by trading at a 
lower price than existing energy transaction prices.

(Figure 3) shows P2P energy trading system with smart 
contract which is a system consists of energy producers and 
buyers with smart contract. This system is suitable when 
energy buyers and producers can directly transmit/distribute. 
In this system, producers and buyers use smart contract like 
DSO to increase reliability of transactions. Both buyer and 
producer can make periodically transaction by using smart 
contract. Then both buyers and producers can maximize their 
profi ts by reducing transaction fees with minimal intervention. 

Results 

Changing the existing system to blockchain-based system 
like A, B, C can reduce transaction fees. (Figure 4) shows 

Figure 1: Centralized energy trading system with on producer.

Figure 2: P2P Energy trading system with DSO.

Figure 3: P2P Energy trading system with smart contract.

Figure 4: Transaction fees for each Energy trading platform.
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transaction fees for each energy trading platform. We simulate 
under energy price is $0.2 from IEA for Piclo and 1 transaction 
per 1kW for Transactive Grid [9]. Piclo and Vandebron are not 
blockchain-based each charges 15~19% of energy price and 
$12 as a month [13]. However, Transactive Grid is Ethereum 
blockchain-based energy trading platform which is a P2P 
energy trading system with smart contract. In Transactive 
Grid, participants pay $0.01 per transaction but it is lower 
than Piclo and Vandebron. Even more, hyperledger has no 
transaction fees when trading energy because hyperledger is 
based on permissioned blockchain [14]. 

Conclusion

Changing the existing energy trading system into a 
blockchain based energy trading system brings lower fees 
than previous. And we propose three blockchain based energy 
trading system for each power grid structure. Each system’s 
benefi t is depending on blockchain structure. For example, 
ethereum has higher transaction fees than hyperledger but it 
is more easily applicable. However, there are some threats to 
blockchain systems. 51% vulnerability, private key security, 
criminal smart contracts, vulnerabilities in smart contract and 
transaction privacy leakage are possible problems [15]. So, we 
still need to compare the costs used to build these systems with 
the expected benefi ts. 

Confl ict of interest

Gap of cost used to build system and expected benefi ts can 
be confl ict point. And in centralized energy trading system 
with one producer, producer doesn’t have to discount energy 
price. Therefore, buyers don’t have any benefi ts while producer 
makes more revenue.
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